
7356 , 



djot or aawnmr 

25 Jan 1961 




PILE OR 
SERIAL 

‘ . ' NUMBER 

‘and 

’ r SUBJECT 


A , , 

From File of Special Consultant (Frieddan) 

V , 1 

’ Lecture Qards & Notes consisting of 364 Cards used for lecture purposes. , 

1 » 


i 

TO 


NAUR AND EXTENSION op PERSON REQUESTING FILE 

He*. William Friedman LI-6-6520 


OROAMUnON, BUILDINQ. AMD ROOM NUMBER 

310 Second Street, SE, Wash. D. C. 


RETURN 

TO 


■ Mrs.'C. Christian, AG-24, NSA, Ft. Geo. 0. Meade 




XNXXIAXi HORS ^ 

j 

1 











v / : 

, / p/f. 3 </■ 



SLIDE 1 



REF ID : A62870 

Cryptography and. Cx j ptfinsljr ois go wsick to ths dawn 
of the invention of writing, but we won* t have time here 
to go back quite that far, even though the story is very 
interesting* But I must tell you right off that these 
two subjects, cryptography and cryptanalysis, are, of 
course, very closely related - in fact, they may be 
regarded as the two faces of the same coin. ^i£cplain7 

( Now may we have the first slide, please? 







The syllabary used by Thomas Jefferson (Extract 
from decoding section) 



/That all 'round genius also may be regarded as 
being the first American Inventor of cryptographic 
devices — as will be discussed later 



LECTURE NOTE I — and COMINT 

Recall I said when U.S. entered in 1917 had no 
cryptologic organization. The French, German, and 
Austrians had organizations which had been functioning 
many years. Russians had, too, but coordination was 
poori Tannengerg — British had none but built up 
“Room 40* -Earl of Halifax evaluated its work: 

*To Room 40 the country owes an immense debt of 
gratitude — a debt which at the time, at least, could 
never be paid. Secrecy was of the very essense of its 
work, and never was secrecy more successfully observed 



REF ID : A6287^5U^E 

(Portrait - Collange) 



Cryptanalysis and the average layman^ 
imaginative picture of a cryptanalystl 
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Marshall - Dewey correspondence - TIME Magazine 



LECTURE NOTE 
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fhe. Riverton* "Polyalphatot” - the first cijptsnalytle 
use of «WT machines to compile DIC's (1921-22JI 



SLIDE 134 
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My memo begging for one set of IBM, doted 30 Oct 1934 



LECTURE ROTE 
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The IBM contract, dated 12 Nov 193^! 

Just one half month later - a remarkable record. 
The memo must have been pretty potent medicine! 
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An analog. 

(Okie vas for JAS system (Jap MLlAtt) 



CABD 1 



Extracts from: "G'S&EsEi Oj® Jkfflelligence, 

dated April 1946. 



"Signal intelligence was a chief source of information 
yin the German Army. In the eastern theater, where there 
was offensive warfare primarily, the signal intelligence 
service was well-organized with well-defined purposes, 
efficient personnel, and adequate equipment. In the 
course of the campaign, it was reorganized to exploit to 
the fullest the success already experienced, and, by 
19^3, there existed a complete and smoothly functioning 
machine sufficient to meet all demands." 

******** 



(OVER) 



"Host of their q^gjngl suyj^ss came from low 

echelon traffic • AnuCTsd ssd a* m ** s 2 !y radio nets pus* 
ing operational traffic were followed closely and were 
one of the chief sources of signal intelligence. 

Artillery radio nets were given first coverage priority. 
Apart from messages intercepted in code or in clear, 
signal procedure, peculiarities of transmitting, and 
characteristics of Allied radio operators provided 
enormous assistance in helping to evaluate signal 
information. The Germans noticed that call signs were 
often the same for a unit over long periods and that even 
frequencies remained unchanged for weeks at a time. 

Much tactically important information was drawn from 
the enemy Air Force liaison net. It was assumed that an 

“ * (C0NTB2JSD ON CARD 2) 



CARD 2 
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independent net served all Air Force liaison officers 
attached to the various headquarters and once one of 
these stations had been picked up and identified, it 
could be used to trace all other stations over a con- 
siderable area. Air Force traffic dealing with bombing 
targets was intercepted by Air Force units, and was sent 
through liaison channels to Western Theater Command. 

From here, over a network going down to divisions, the 
information would be flashed to all Army formation head- 
quarters. Receiving sets at all levels, including 
division, were tuned in continually to this broadcast 
frequency. * 

**«**#«* 



(OVER) 



"Importance of Signjjjk JntejL 
(Normandy) • 



the Invasion 



During the invasion, the G-2s in the West drew about 
60 percent of the operationally important information 
from signal intelligence. The remaining i|0 percent was 
derived from all other fields of intelligence. The 
amount of information decreased during the months of 
mobile warfare. During the retreat, although the pos- 
sibilities of obtaining information became less frequent, 
the amount of information from signal intelligence 
remained high. Most of the information was deduced from 
the organization of enemy radio traffic networks, from 
decoded messages, and from the radio nets of the enemy 
Air Force liaison officers who were attached to ground 
" J (CONTINUED ON CARD 3) 
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troops. Based upon this 1 uToauw. tion the evaluation 
center of signal Intelligence often cane to conclusions 
which, at first, sounded hypothetical to the operational 
command and were therefore doubted. In 90 percent of all 
these cases the events verified the signal intelligence 
information so that eventually more credence was given 
to its conclusions •" 



(THE BID) 
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The Analog for Jap "Green" 
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A "brute force" machine. 
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The "Camel" 
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The "Auto-scritcher" 
(Rodin - the "Thinker") 



REF ID: A62870 



139 




LECTURE ROTE RE jJFoil secrecy 



importance of secrecy has been long known for it is 
quite obvious , but its real significance is not 
well appreciated. The veil of sdcreoy cannot be 
removed simply because events are long past.* 






Extracts from: "Results of Axis Analysis of 
United States Cmgipicj-^.oi^ gtg j|“,*70aled by 
TICOH and other wOwTCw of vSLm^oics • ^ — 



(CARP 1) 
Vol. C - 



German Traffic Analysis of United States Communications 
dated 16 August 1?U6. 



"a. "colonel FRIEDRICH, bead of the Signal Intelli- 
gence Agency of the Air Force High Command (OKL/LN), had 
a very poor opinion of allied security, and said that 
Allied signals were careless to a degree that would not 
have been tolerated by the German Armed Forces. He 
agreed that, with the material superiority in possession 
of the Allies, this lack of security did not make any 
difference in the outcome of the war. He felt, however, 
that if the Allies had not been in that particular 

(OVER) 




position, the story would have been Quite different. w 
(Chapter' HI, parag^p£l3l^dg& 7 0 

«**««*«* 

«c. From the intercept of plain text and other 
traffic of the United States Army, the Germans had a 
complete picture of our army organization and even 
names of officers down to Captain, their units and 
locations. Ninety-five percent of the information 
contained in a manual issued to the German troops on 
the organization of the American Army was gained from 
radio intelligence. American nets were identified by 
solving traffic, by operators 1 characteristics, and by 
captured Signal Operating Instructions (SOI's). Up 
until December 1941* our Army Call Sign Book had been 
. almost completely reconstructed with the aid of 

( CONTINUED ON CARD 2) 



CARD 2 

captured sequence i&So&'ta^’D : (^§^iflFQlI, paragraph lit, 
page 21.) 

*«***««* 

"d. "Colonel METTIG, cipher expert of the Signal 
Intelligence Agency of the Supreme Command Aimed Forces 
(OKW/Chi), stated that it was not at all surprising that 
v some Converter M-209 and American Strip traffic was read 
- by the Germans, since mistakes in the use of these 
systems were made in one out of every three messages." 
(Chapter III, paragraph lit, page 22.) 

**#***«« 

"f . Although the traffic transmitted by Allied 
observation posts was sent in clear and transmitted bjr 
radio sets using low power, it was frequently audible 

(OVER) 



to the Germans and intercepted fey them* this traffic > 
was concentrated upcg^jpy gr©ii^j|^giB^j§rators, for 
then the Germans had time to institute evasive action* n 
(Chapter III, paragraph lU, page 23. ) 

'**««**** 

"g. American radio and radio-telephone traffic 
afforded a greater amount of data to German traffic 
analysts than did the British traffic* Colonel GRUBE, 
chief of Telecommunications of the Signal Intelligence 
Agency of the Supreme Command Armed Forces (OKW/Chi) 
stated that United States radio security was generally 
good on tactical nets but that supply and liaison nets 
gave everything away, including United States order of 
battle and intentions * n (Chapter III, paragraph lU, 
page 23*) ******** 

(CONTINUED ON CABD 3) 




CARD 3 

"1. From the SkStMlcfa the United 

States 6th Air Force handled its radio traffic , Lt. 
Martin LUDWIG, an expert on Allied air order of battle, 
said 'It can be stated that no attack of the 8th Air 
N Force came as a surprise. General advanced warnings 
were given seme hours before the raids'." (Chapter III, 
paragraph lU, page 25.) 

*#* ****** 

"t« Lt. Colonel METTIG, of the Signal Intelligence 
Agenoy of the Supreme Command Armed Forces (OKW/Chi) 
said that traffic analysis by the Germans during the 
landings by the Allies in North Africa was not success- 
ful and did not reveal the approach of the lanrHiig 
forces. The approach was carried out in complete radio 

(OVER) 



silence and took the Germans completely by surprise* 

The German Navy, sa|^B£ETTf g), : iffij'g ^3 tjlf.me for the lack 
of success, but he did net explain just how the Navy was 
responsible." (Chapter V, paragraph 28, page 109.) 

******** 

"u 



The greatest success achieved by Col. MUEGGE in the 
ehole African campaign occurred in March 19U3 when he 
intercepted an American order to same small American 
units to maintain complete radio silence until 2200 
hours on 17 March. Col. MUEGGE realized that this meant 
preparations for a big move, so he promptly went to 
KESSELRING's Chief of Staff, who would not listen to 

him. The Chief of Staff had no faith in radio 

( CONTINUED ON CARD U) 
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intelligence. §L*^Qig to convince 

the Chief of Staff and. re turned to his station, where 
he heard a second, and later a third message, ordering 
radio silence until 17 March. He went back to KESSEL- 
RING's headquarters, this time forcing his way into 
KESSELRING's own office to report to him in person. 
KESSELHXNG listened to him and the next day flew from 
Sicily to Africa and made complete plans for a defense 
in case the Allies did make a move. Col. MUEGGE said 
he actually prayed the Allies would attack, and on the 
night of 16 March they did attack. This was the greates 
German success achieved by Col. MUEGGE’s outfit, and in 
his estimation was derived solely from careless Allied N 
radio procedure. n (Chapter V, paragraph 2B, page. 110.; 

******** 



(OVER) 



tt v. A Russian message announcing the presence of the 
American planes at intercepted and 

decoded by his unit ^Sgt. Paul HAATZ's unit* He was a 
German Amy radio intelligence man), resulting in a 
highly successful operation against the air base on the 
part of German aircraft. 

From newspaper sources it was found out that 
actually on 21 June 19Wi, a group of 175 planes of the 
8th United States Army Air Force in England arrived at 
the Poltava base on a shuttle run from their English 
bases. There were P-51' s in addition to the above 
B-17's in the formation. Of the B-17's, 53 were 
destroyed. " (Chapter V, paragraph 33, page 133*) 

******** 

"x. (Concerning German knowledge of preparations for 
airborne operations in the Western front in the last 

(CONTINUED ON CARD 5) 
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days of the war, iBiE She IiBssoM&i! QfJ Che 82nd and 101st 
Airborne Divisions from England to the Continent.) 

The first indication of a planned operation was the 
transfer of the 52nd and 53rd Wings from England to 
France. At the same time, the German Army picked up a 
Military Police message which revealed that both the 
known airborne divisions, the 62nd and 101st, had been 
pulled out of operations at the front, and were in rear 
areas preparing for new operations. One of these divi- 
sions, the Germans knew, was stationed on the military 
maneuvers reservation at Mourmelon, near Rheims. The 
Military Police message from which the Germans obtained 
this information read approximately as follows: 

•THE ROAD FROM MOURMELON TO RHEIMS IS TQ BE 
BLOCKED TO ALL TRAFFIC TOMORROW MORNING EARLY 
(OVER) 



BECAUSE THE WILL BE MOVING 

TOWARDS MOUHMELON Vu/ui ArraGuujmTfiiiY 1,000 
VEHICLES . 1 n (Chapter V, paragraph 38, page 13?. ) 



(THE END) 



*' Frofr "The Achierej^gi^B of War H", pp.18-19 

Berlin (Oshima) to Tokyo, serial number 988, parts 1-3, 
SSA Bullentin No. H-134920, 10 Aug Uh, translated 12 
August 19Ui, sent in the JAD (diplomatic) system. This 
message, reproduced in full, has been described by 
officers in MIS as "worth allthe expenses of maintain- 
ing the SSA." The text describes conversations with 
the head of the Todt organisation, Albert Speer, in 
tftich the latter revealed to the Japanese, and, thus 
to us, highly important information concerning the 
production of munitions in Germany. See Appendix, No. 6 1 



' From* "The Achievfg|jjjgfe g£t)SS^ IQWxfl- War U, p.18 

Berlin to Tokyo, serial number 878, parts lii-17 indusiv 
SSA Bulletin No. D-33U8, 9 Nov U3, translated U Dec U3 
sent in JAS (Military Attache system). The message 
from which this sample is taken consisted of 32 parts, 
all of which were ultimately translated. The full text, 
too long for reproduction here, is a report of a visit 
made in the fall of 19b3 by a subordinate of Baron 
Oshlma to the German western fortifications. The mili- 
tary information contained in this message was of 
incalculable advantage to the planning of the Invasion 
of Franoe. (See Appendix *>) 



From "The : "SrSpid War II»,p.l9 

Hanoi to A okyo, no serial number, SSA Bulletin No. H- 
l6U*99> 22 Jan U£, translated 1 Feb U5, sent in the JBB 
(diplomatic) system. This message is important because 
it reveals that the Japanese were interested in obtain- 
ing uranium. See Appendix, No. 7. 



From ’"The AcfcLevenIliS,¥ of %30^a§j?l^'%rld War IIjfp.19 

Moscow (Sato) to Tokyo, serial number Iii76, SSA Bulletin 
No. Spec. Oil, 29 July 19U5, translated 30 July 19U5, 
sent in the JAA-2-JAJ (diplomatic) systems. This 
three-part message, the translation of which was 
available to President Truman during the Potsdam 
Conference, reveals the activity of Sato, Japanese 
Ambassador to Moscow, at the time of the conference. 

See Appendix, No. 6. 
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Drying out sound JapaUcaS cods luatsrial fill 6 god to huvo 
been destroyed. 

/d.S. delayed report: 7 Jul 14*. Saipan, 28n CPs of 
f05th Reg near Tanapag Harbor overrun by powerful J. 
attack which wiped out everything and everybody in 
sight. When area was recaptured a Salvage Co. recovered 
what could be, and when all reports were in three crypto 
documents were not accounted for except to assume the 
Japanese got them. 105th reported to Hq 27th Div. but 
the Div. HQ sent a report to AG Washington by letter 
noting the loss and saying merely "our records have been 
changed . " News reached CSO on 16 Aug, one month after 
the loss. Documents were Joint Army-Navy key lists for 

(OVER) 



M-209 and covered thepetiod of 1 June to 31 July - 
the last 2 4 days dUKEictl 6J£t8r7 Qae loss. The 
Japanese undoubtedly read considerable traffic. The 
fact that 5,000 men later lost their lives In the 
Saipan campaign cannot be attributed entirely to this 
incident but it seems more than a coincidence that most 
of these casualties were suffered through well-planned • 
Japanese counterattacks after 7 July, i.e. after the 
day the first two battalions of the 105 th were overrun. 



